Network Security/End-User Awareness Training

In this day and age with everything from the Crypto Virus to Phishing attacks and credit
card theft, critical data is very vulnerable: to theft & destruction.

Most of these things can be prevented by 2 simple things:
1. End-user awareness training
2. Network\system vulnerability testing and remediation.

We offer both! We can launch a simulated phishing attack on the people in

your company and see how well your users respond to phishing attempts. We

offer education and training on how to detect these attacks and not fall victim to them.
Your data is at risk! 95% of all successful attacks involve human error...

Cost of Phishing Attacks?
More than you think!

The average 10,000 employee company
spends $3.7 million a year dealing with
phishing attacks, according to a new report
from the Ponemon Institute.

The report, which surveyed 377 IT
professionals in companies ranging in size
from less than 100 to over 75,000 employees,
showed that about half of the costs were due
to productivity losses.

Summarized calculus on the cost of phishing Estimated cost
Part 1. The cost to contain malware S 208,174

Part 2. The cost of malware not contained $ 338,098

Part 3. Productivity losses from phishing $1,819,923
Part 4. The cost to contain credential compromises $ 381,920
Part 5. The cost of credential compromises not contained $1,020,705
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End-User Awareness Training
includes:

Simulated Phishing Attack
-See how your people stand up against real world threats.

-Reports will be generated to determine if anyone in your company fell victim to
this type of threat, and what information they divulged.

Remember that 95% of all attacks to your data and network
resources involve this type of human error!

Education and Training

Presentation involving different types of attacks, how they work, and education on
how to spot and avoid this type of potential disaster.

-Explanation of Social Engineering and how it is used to get people to do and/or say
things that they shouldn't.

Phishing Reassessment

-Perform another type of phishing attack and compare the results to the previous
ones.

Education is the number one defense against these attacks.

The latest software\hardware and updates will offer
no help if they can be completely bypassed by the
actions of an uneducated user

CONTACT US TO SCHEDULE YOUR TRAINING
(oo Networking g

/6 joe@ionnetworking.com

60 Gray Road Suite 8
We Manage Your Network so Falmouth, ME 04105
you can Manage Your Business www.ionnetworking.com



